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[bookmark: _Toc175066876]What is Box?
Box offers a cloud storage platform that provides long term file storage.  Box is integrated with Salesforce to allow you to access files from within the Salesforce interface.  Box folder and files can be associated to specific Salesforce records, such as Account, Contacts, and Cases.  This allows you to share access to those files with anyone who has permission to access them.  

This quick start guide will help you set up your Box account and connect it to your Salesforce account
[bookmark: _Toc175066877]Box Account Setup
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Description automatically generated]Welcome Email for Existing Users
If your email has already been associated with a Box users, look for an invitation from box to join the iPro enterprise org and do not need to create a new password




[bookmark: _Toc175066878]Welcome email for New users
[image: ]To log in for the first time, find the email with the subject “Log in to your new IPRO Box account”. This email should come from the sender “Box” and be associated with email address noreply@box.com.  If you do not receive the email in your Focused view in Outlook, check in your Other view tab in Outlook.  Click the login button contained in the body of the email.  

Next, you will be prompted to create a new password. Remember your password, you will need it  
[image: A screenshot of a login form

Description automatically generated]
[bookmark: _Toc175066879]Sign Into Your Box Account
[image: A screenshot of a login form

Description automatically generated]You will be prompted to sign in to your Box account by entering your email address.  Enter your ipro.org email and click next. You will next be prompted to re-enter your password.  [image: ]
[bookmark: _Toc175066880][image: ]First time Logging In/ setting up 2-factor 
Before you can connect this new account inside Salesforce, you must first set up 2-factor authentication. You can use any of the 3 options.  Box defaults the Authenticator App as the recommended approach; however, you can use any of the 3 types of 2 factor verification.  IPRO recommends using the email method. 







[image: A screenshot of a qr code

Description automatically generated]The Authentication Application will require you to install and an application for authentication.  







[image: A screenshot of a phone number

Description automatically generated]
SMS Text Message verification requires you enter your cell phone number and click continue.  A code will be text to your phone.  Enter the code to confirm your identity.
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Description automatically generated][image: A screenshot of a email

Description automatically generated]Email Verification (IPRO Recommended Method) verification requires you enter your ipro.org email address and click continue.  An email will be sent to your default email address.  Enter the code to confirm your identity.




[bookmark: _Toc175066881]Box Application Home Screen
Regardless of the authentication method used, once you are authentication you will be brought to the box application.  You can now close the Box application screen.  
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[bookmark: _Toc175066882]Connecting Box to Salesforce
Once you have finished creating your Box account you will need to connect your Box account to your Salesforce account to be able to access the functionality provided by Box.
[image: A screenshot of a computer

Description automatically generated]
Log into your Salesforce account and navigate to the 9 dots on the top left of the screen.  Enter Box in the search field and click the Box application. 






Select the Box Settings tab at the top of the screen.
[image: A screenshot of a computer

Description automatically generated]

Next, click Connect.  You will be prompted to log into your Box account using your Box password and using your preferred 2-factor authentication method. 
[image: ] [image: ]
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Description automatically generated]
You will be prompted to Allow or Deny Access.  Select Allow.  
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You will be redirected to the following screen confirming your Salesforce connection with Box.  You can navigate back to the 9 dots and search for the application you work in.  
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[bookmark: _Toc175066883]Accessing Files within Records
Users can access and store files in Box from Salesforce on the Account, Contact, or Case level.
[bookmark: _Toc175066884]Accessing Account Files
On the account page layout, there will be a tab for Files. This tab is used for storage of Box documents that are viewable by all departments 
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[bookmark: _Toc175066885]Accessing Contact Files
[image: A screenshot of a computer

Description automatically generated]Just like on the account page, the Contact page layout will also have a tab for Files. This tab is for storage of Box documents that are viewable by all departments. 
[bookmark: _Toc175066886][image: A screenshot of a computer

Description automatically generated]Accessing Case Files
The Case page layout contains a File tab. Files stored on the Case page will only be visible to others within your department who also have access to the case.      NOTE: Files uploaded to a case are private, they are able to be accessed only by others in your department with the same access permissions.  
[bookmark: _Toc175066887][image: A screenshot of a computer

Description automatically generated]Uploading files




To upload files click the plus button on the top right of the Box component





[bookmark: _Toc175066888]Downloading or Making Changes to Files
[image: A screenshot of a computer

Description automatically generated]To download files, click the ellipsis to the right of a file for more options, then click download.  In this area you can also:
· Open the file in the desktop application
· Replace the current version by uploading a new version
· Move or Copy the file to a new location
· Classify the file
· Lock the file
[bookmark: _Toc175066889]Additional Things to Consider When Using Box
1. The maximum file size is 150GB per upload
2. The user's Box permissions are determined by permissions in Salesforce:
a. Read/Edit access on Salesforce translates to an Editor role in Box.
b. Read-only access on Salesforce translates to a Viewer role in Box.
3. Consider standardizing naming conventions so it is easy to locate files in Box.
4. Sharing files within box is explicitly disallowed. When you click the native share button up top, it will navigate you to the sharing page. You will receive an error saying you do not have permission to invite collaborators. To share a file, you must download the file and then send it outside of the Box application. Be sure to follow all guidelines around sharing files if there is PII or PHI.
5. You should only be accessing Box through Salesforce, logging in and using Box outside of Salesforce is currently prohibited and go against IS security policies.  
6. Box has a password expiration requirement of every 60 days. If you are unable to connect to Box from Salesforce and it has been approximately 60 days since you created your password, you may need to reset your password in Box. To reset your Box password, follow these steps:
a. Go to the website https://app.box.com/reset
b. Enter your email address and click “Reset Password”
c. Check your email for the link to reset your Box password. Be sure to check your SPAM folder if the email doesn’t appear in your inbox. 
d. Click the Box link and follow the instructions. 
e. Please note: The Box link expires after 3 hours. If 3 hours have passed since you requested the link and you did not click on it, you will need to redo these steps and request a new link. 
Manager Consideration for Managing Box Users
1. When a New User license is requested for Salesforce, it will be assumed unless otherwise requested, that a Box license will also be needed. If your user will not need to access Box for document storage, please state so in your New User request.
2. For a document to be visible within Salesforce, the ‘owner’ of the document which by default is the person who uploaded it, must have a current active license.
3. When a manager requests that a user’s access be deactivated within Salesforce, it is necessary to also include a current user to whom all the Box document ownership should be transferred to ensure access to those documents continues. 
a. Example: Case Manager Ashley has put in her two weeks notice. When her manager, John, completes the Salesforce User Deactivation request, he requests that Ashley’s Box documents be reassigned to Jennifer for the team to continue to have access to them.
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You have been invited to join the IPRO Enterprise Network.

By accepting the invitation, you are enabling IPRO to securely manage and support your Box
account. If you wish to join the network and give IPRO permission to manage your Box

account, please log into your Box account and accept the invitation.

I you have any questions, or feel this email has come to you in error, please login to.
supportbox.com to raise a support ticket
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Log in to your new IPRO Box account

Welcome to Box! Box is a tool that allows you to upload all your work
to the cloud for safekeeping, sharing, and collaborating. Get started by
logging in to Box.
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Create A Password

Before you can access your account, salesforce-
IDR@ipro.org, you need to create a password,
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Sign In to Your Account
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Reset Password
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<« Sign In to Your Account
Signing in as swright@ipro.org. Not you?
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< Set Up 2-Step Verification

Your admin requires 2-Step Verification to access your
account. Learn more

Select a sign in option:

(® Authenticator App RECOMMENDED

You will receive a code from an authenticator app
to sign in. View suggested authenticator apps

() SMS Text Message

You will receive an SMS text message on your
phone with a code to sign in.

() Email

You will receive an email with a code to sign in.

Help
Log Out and Start Over





image7.png
Set Up 2-Step Verification

Authenticator App

Step 1

Using an authenticator app, scan the QR code or
manually enter the secret key. View suggested
authenticator apps.

13SJ U6JF 5IDL EDPB LYYA




image8.png
< Set Up 2-Step Verification
SMS Text Message

Your admin requires 2-Step Verification to access your
account. You will receive a text message on your phone
with a code to confirm your identity.

Country

United States (+1) M

Phone Number

+1 Phone Number
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Step 2
Enter the 6-digit code from your authenticator app.

Authentication Code

Enter 6-digit code
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< Set Up 2-Step Verification
Email

A code will be sent to your default email address to
confirm your identity.

Confirmation Code

Enter the code you received from your email

Resend Code
Help
Log Out and Start Over
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2FA authentication code

Box <noreply@box.com>
To © Shannon Wright

(@ click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

X

Box 2-Step Verification Code

Please enter the following code to complete the sign in process. This code will expire in 10 minutes

606681

Do not share this code with anyone. If you did not initiate this sign in verification, please contact your account admin immediately.
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< Set Up 2-Step Verification

Email

A code will be sent to your default email address to
confirm your identity.

Help
Log Out and Start Over




image13.png
Al File
Recents
Notes
Canvas.
sign
Relay

Apps

My Collections

B8 Favorites

[ Dragitems here for

& quick acce:

Q_ Search Files and Folders

All Files -

Get started by adding your first file

Create new documents directly within Box or pload an existing file

Upload +





image14.png
HQIC
s o e o

3

HQIC Technical Assi... Home

Box Files
Box Settings

Box Settings for Classic
Box Sign Display Settings

View All





image15.png
Q_ search...

Box Box Files  Box Settings

SETTINGS
Log In as a Box User

Connect with Box
To begin, connect with your company Box account.

Box Sign has not been enabled for your Box Enterprise ID. To enable Box Sign, please contact your Box account manager.

Connect Accour




image16.png
box Salesforce Settings

~ Quick Setup
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Contact Box

Need Help?

If you need further help with installing the Box for Salesforce Application in your Salesforce instance  Help Links

please see the attached links in the Help Links section. Or reach out to your account representative « Installation and Configuration Guide
for further assistance. « Box Support Home

Need to view the full Box Settings sections? Reach out to your Salesforce Admin to assign you the

Box Admin permissions set.
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Do you want to allow access for swright@ipro.org? (Not

you?)

To revoke access at any time, go to your personal settings.
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